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Patient Lookup Software License Agreement    
                        

 

 
 

 This SOFTWARE LICENSE AGREEMENT (“Agreement”) is made and entered into __________, 2020 

(“Effective Date”), by and between HEALTH ENDEAVORS, LLC, d/b/a DATA POINT OF CARE an Arizona 

limited liability company with offices at 8955 E. Pinnacle Peak Road, Suite 103, Scottsdale, AZ 85255 (“DPC”) 

and the undersigned (“Client”).  DPC and Client may be individually referred to herein as a “party” and collectively 

as the “parties.” 

 

1. Term of the Agreement.  The term of this Agreement shall be for 2 years (“Initial Term”) commencing 

on the Effective Date, unless sooner terminated as provided for in this Agreement.  The Agreement will 

automatically renew for consecutive one-year terms. 

 

2. Termination Without Cause.  After the Initial Term of this Agreement, either party may terminate this 

Agreement upon 90 days’ written notice to the other party. 

 

3. Termination for Cause.  Either party shall have the right to terminate this Agreement upon written notice 

of such termination to the other party in the event that either party is in material breach of any provision of 

this Agreement and the breaching party has not cured the breach within thirty (30) days of receipt of written 

notice from the non-breaching party. 

 

4. Additional Terms and Conditions.  The parties agree that this Agreement shall be subject to the 

additional terms and conditions contained on attachments attached hereto and by this reference made a 

part hereof. 

 

5. Licensed Software Products.   

 

a. DPC grants to Client a license to use the software set forth in Attachment B (“Software”). 

 

b. Client agrees to remit the fees in accordance with the schedule set forth on Attachment C (“Fees”) 

subject to the payment terms contained therein. 

 

6. Entire Agreement.  This Agreement, together with Attachments A, B, C, and D and shall constitute the 

entire agreement by and between the parties. 

 

IN WITNESS WHEREOF, the parties have executed this Agreement to be effective as of the Effective Date. 
 

CLIENT NAME DATA POINT OF CARE 

     

By:    By:   

 

 

Name:     Name:   Kristine Gates 

 

 

Title:     Title: CEO 

 

 

Signature Date:   Signature Date:       
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Attachments 

 

Attachment A – Terms and Conditions 

Attachment B – Software Descriptions and Deliverables 

Attachment C – Fee Schedule 

Attachment D – Epic API Connector Terms and Conditions 

Attachment E – Business Associate Addendum 
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Attachment A – Terms and Conditions 

 

1. Effect of Government Regulations.  Parties agree  

to mutually amend this Agreement, without liability, to 

comply with any legal order, ruling, opinion, procedure, 

policy, or other guidance issued, by any federal or state 

agency, or to comply with any provision of law, 

regulation, or any requirement of accreditation, tax-

exemption, federally-funded health care program 

participation or licensure which:  (i) invalidates or is 

inconsistent with the provisions of this Agreement; (ii) 

would cause a party to be in violation of the law; (iii) 

jeopardizes the tax-exempt status of either party; (iv) 

jeopardizes the tax-exempt status of any bonds issued for 

the benefit of either party; or (v) jeopardizes the good 

standing status of licensure, accreditation or 

participation in any Federally Funded Health Care 

Program, including the Medicare and Medicaid 

programs, of either party.  If either party deems it 

necessary to amend this Agreement as provided in this 

Section, it shall furnish the other party with written 

notice thereof, along with a written opinion of its legal 

counsel supporting such determination.  If the parties are 

unable to reach an agreement concerning the amendment 

of this Agreement within the earlier of forty-five (45) 

days after the date of the notice seeking amendment or 

the effective date of the change, or if the change is 

effective immediately, then either party may 

immediately terminate this Agreement by written notice 

to the other party. 

 

2. Excluded Provider Warranty.  DPC hereby 

represents and warrants that it is not now and at no time 

has been excluded from participation in any Federally 

Funded Health Care Program. Federal Funded Health 

Care Program shall include Medicare and Medicaid, 

TRICARE, any health care program of the Department 

of Veterans Affairs, the Maternal and Child Health 

Services Block Grant program, and State Social Services 

Block Grant program, any State Children's Health 

Insurance program or any other similar program.  Each 

party hereby agrees to immediately notify within five (5) 

days the other of any notice of intent to exclude or actual 

exclusion from any Federally Funded Health Care 

Program.  Each party further represents and warrants that 

none of its employees or contractual staff are now 

excluded from participation in any Federally Funded 

Health Care Program.  If either party is excluded from 

participation in any Federally Funded Health Care 

Program during the term of this Agreement, either party 

may, as of the effective date of such exclusion or breach, 

terminate this Agreement. 

 

3. Independent Contractor.  None of the provisions 

of this Agreement are intended to create any relationship 

between the parties other than that of independent 

entities contracting with each other solely for the purpose 

of effecting the provisions of this Agreement.  Neither of 

the parties, nor any of their respective officers, directors, 

employees or agents, shall have the authority to bind the 

other or shall be deemed or construed to be the agent, 

employee or representative of the other except as may be 

specifically provided herein.  Neither party, nor any of 

their employees or agents, shall have any claim under 

this Agreement or otherwise against the other party for 

Social Security benefits, workers’ compensation, 

disability benefits, unemployment insurance, vacation, 

sick pay or any other employee benefits of any kind. 

 

4. Insurance.  In order to adequately insure their 

respective personnel for liability arising out of the 

activities to be performed under this Agreement, each 

party agrees to obtain and maintain in force and effect 

liability insurance to insure themselves and their 

respective personnel for liability arising out of activities 

to be performed under, or in any manner related to, this 

Agreement. Each party shall, throughout the Term of this 

Agreement and for a period of three (3) years after, 

maintain comprehensive general liability, including 

blanket contractual liability, automobile insurance, and 

completed operations insurance coverage in the 

minimum amount of one million dollars ($1,000,000) 

per occurrence and three million dollars ($3,000,000) 

aggregate.  If for any reason, such liability insurance 

policy is cancelled or does not renew, DPC, shall 

immediately purchase a replacement policy containing 

substantially the same terms which includes "Prior Acts 

Coverage Endorsement" effective from the Effective 

Date.  Upon request, the parties agree to furnish to the 

other appropriate certificates of insurance.   

 

5. Indemnification.   

 

a. Indemnification for IP Infringement. If a claim is 

made or an action brought alleging that the Software 

infringes a U.S. patent, or any copyright, trademark, 

trade secret or other proprietary right, DPC shall 

indemnify, hold harmless and defend Client against such 

claim and shall pay ongoing and resulting costs of the 

infringement claim, and attorneys’ and expert fees. 

Client shall promptly notify DPC in writing of the claim, 

and DPC shall have sole control of the defense and all 

related settlement negotiations. Client shall reasonably 

cooperate in such defense so long as there is no expense 

to Client. If the Software, in whole or in part, or the use 

or operation thereof, becomes, or in the reasonable 

opinion of DPC is likely to become, the subject of such 

a claim, DPC shall, at its sole expense, either procure the 

right for Client to continue using the Software or, at the 

option of DPC at DPC’ sole expense, replace or modify 

the same so that it becomes non-infringing (provided 

such replacement or modification maintains the same 

material functionality and does not adversely affect 

Client’s use of the Software as contemplated hereunder). 

If neither of the alternatives is available on terms which 

are reasonable in DPC’ judgment, DPC shall cooperate 

with Client to identify an alternate solution (which may 

or may not be a DPC product), prepare for and transition 
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all existing data to the new solution, and successfully 

transition Client to such replacement Software, at which 

time Client will return the infringing Software on written 

request by DPC and DPC will refund to Client, at 

Client’s option, all fees paid for such Software and 

related Services less depreciation on a straight line basis 

over an assumed seven (7) year service life. If DPC gives 

Client notice that it chooses not to defend such claim or 

attempt to settle such claim on reasonable terms, DPC 

shall be deemed to have elected not to conduct the 

defense of the subject claim, and in such event Client 

shall have the right to conduct such defense and to 

compromise and settle the claim without prior consent of 

DPC, and in such case, the indemnity set forth in the first 

sentence of this paragraph shall apply. 

 

b. General Indemnity. DPC will indemnify, hold 

harmless and defend Client, authorized users, and their 

respective officers, directors, trustees, employees, or 

agents  from and against any and all losses, damages, 

expenses (including reasonable attorneys’ and expert 

fees), claims, liabilities, suits or actions, resulting from 

the acts of omissions of DPC pursuant to this Agreement, 

whether carried out by DPC’ employees, agents, or 

subcontractors.  

 

6. Confidentiality.   

 

a. Confidential Information.  Both parties 

acknowledge that certain material and information 

which has or will come into the possession of each party, 

pursuant to this Agreement or the performance thereof, 

consists of the other party’s confidential and proprietary 

information including Client's Data and intellectual 

property (the “Confidential Information”), and that any 

unauthorized use or disclosure of such Confidential 

Information may cause irreparable damage or harm to its 

owner. Confidential Information may include, without 

limitation, software products (in source or object code 

versions), Documentation, technical information related 

to software products and the research, development, 

trade secrets, or business affairs of the parties to this 

Agreement, their employees, customers, subsidiaries, 

affiliates and agents, database information, including, 

but not limited to, physician compliance data, conflict of 

interest disclosures, entity information, compensation 

criteria and related data, real property data and physician 

coding claim inquiries. Notwithstanding the foregoing, 

the receiving party shall have no confidentiality 

obligation with respect to any information received from 

the disclosing party which (i) was known to the receiving 

party prior to disclosure by the disclosing party without 

any obligations to maintain its confidentiality, (i) is 

lawfully obtained by the receiving party from a third 

party under no obligation of confidentiality, (ii) is or 

becomes generally known or available other than by the 

receiving party’s unauthorized disclosure, (iii) is 

independently developed by the receiving party, or (iv) 

is disclosed to a third party, without any obligation of 

confidentiality.  Both parties agree to clearly and 

completely reproduce all confidential marks and/or 

legends when copying any confidential information.  

The presence of a copyright notice on any Confidential 

Information will not constitute publication or otherwise 

impair the confidential nature thereof. 

 

b. Use of Confidential Information.  Each party will (i) 

use the Confidential Information of the other party 

exclusively to perform this Agreement, and (ii) take all 

reasonable precautions necessary to safeguard the 

confidentiality of the Confidential Information including 

(a) those used to protect the party’s own Confidential 

Information, and (b) those reasonable precautions 

requested from time to time by the other party.  DPC 

acknowledges and agrees all Confidential Information 

provided by Client shall remain the sole property of 

Client and may only be disclosed in accordance with this 

Agreement.  Upon termination of this Agreement, at the 

sole discretion of Client, DPC shall return or destroy all 

Confidential Information received from, or created or 

received by DPC on behalf of Client that DPC still 

maintains in any form and shall retain no copies of such 

information.  

 

c. Non-Disclosure of Confidential Information.  The 

party receiving Confidential Information pursuant to this 

Agreement (“Recipient”) will not disclose, in whole or 

part, any item of the Confidential Information that the 

party disclosing Confidential Information pursuant to 

this Agreement (“Disclosing Party”) designates as 

confidential, to any individual, entity or other person 

except to: (i) those of Recipient’s employees, 

consultants, or employees of a third party contracting to 

provide products or services to Recipient which involve 

the use of the Confidential Information who are 

contractually obliged or otherwise agree to comply with 

the use and non-disclosure restrictions applicable to 

Recipient under this Agreement; or (ii) as required by 

law; or (iii) as mutually agreed by the parties. 

 

d. Unauthorized Use of Confidential Information.  The 

parties acknowledge that any unauthorized use or 

disclosure of Confidential Information received pursuant 

to this Agreement, by Recipient or any third party 

receiving such Confidential Information from Recipient, 

may cause irreparable damage to the Disclosing Party or 

its licensor.  If an unauthorized use or disclosure occurs, 

the Recipient will immediately notify Disclosing Party 

and take, at Recipient’s expense, all steps which may be 

available to recover the disclosed material and to prevent 

any subsequent unauthorized use or dissemination, 

including availing itself of actions for seizure and 

injunctive relief.  If Recipient fails to take such steps in 

a timely and adequate manner, the Disclosing Party may 

take such steps in its own name or Recipient’s name, and 

at Recipient’s expense including, but not limited to, 

seeking injunctive and equitable relief against Recipient, 

its employees and third parties.  In any event, Recipient 
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shall be responsible for any disclosure or breach of 

confidentiality by any of its employees or by third parties 

that gained access to the Confidential Information 

through Recipient. 

 

e. Survival of Termination.  The obligations of this 

Section and any section that should by its nature survive 

termination or expiration will survive the termination or 

expiration of this Agreement. 

 

7. Governing Law; Submission to Jurisdiction.  

THIS AGREEMENT SHALL BE GOVERNED BY, 

AND CONSTRUED AND ENFORCED IN 

ACCORDANCE WITH, THE LAWS OF THE 

STATE OF ARIZONA.  EACH PARTY 

IRREVOCABLY AGREES THAT ANY CLAIM 

BROUGHT BY IT IN ANY WAY ARISING OUT OF 

THE AGREEMENT MUST BE BROUGHT SOLELY 

AND EXCLUSIVELY IN STATE OR FEDERAL 

COURTS LOCATED IN ARIZONA AND EACH 

PARTY IRREVOCABLY ACCEPTS AND SUBMITS 

TO THE SOLE AND EXCLUSIVE JURISDICTION 

OF EACH OF THE AFORESAID COURTS IN 

PERSONAM, GENERALLY AND 

UNCONDITIONALLY, WITH RESPECT TO ANY 

ACTION, SUIT, OR PROCEEDING BROUGHT BY 

IT OR AGAINST IT BY THE OTHER PARTY. 

 

8. Severability.  If any provision of this Agreement 

shall, for any reason, be found to be unenforceable or 

illegal, this Agreement shall remain in full force and 

effect, except for the unenforceable or illegal provision. 

 

9. Assignment.  Neither this Agreement nor any rights 

or duties under this Agreement may be assigned by either 

party, except upon written agreement signed by both 

parties. 

 

10. Amendments.  Except as otherwise provided in this 

Agreement, this Agreement may not be amended except 

upon written agreement signed by both parties. 

 

11. Waiver.  No failure by any party to insist upon the 

strict performance of any covenant, agreement, term or 

condition of this Agreement or to exercise a right or 

remedy shall constitute a waiver.  No waiver of any 

breach shall affect or alter this Agreement, but each 

covenant, condition, agreement and term of this 

Agreement shall continue in full force and effect with 

respect to any other existing or subsequent breach. 

 

12. Counterparts.  This Agreement may be executed 

and delivered (including by facsimile transmission or e-

mail) in one or more counterparts, and by the different 

parties in separate counterparts, each of which when 

executed and delivered shall be deemed to be an original 

but all of which taken together shall constitute one and 

the same agreement. 

 

13. Force Majeure.  Neither party shall be liable for 

any delay in performance or any failure in performance 

hereunder caused in whole or in part by reason of force 

majeure, which shall be deemed to include the 

occurrence of any event beyond the control of the parties, 

war (whether an actual declaration thereof is made or 

not), sabotage, insurrection, riot and other acts of civil 

disobedience, action of a public enemy, laws, regulations 

or acts of any national, state or local government (or any 

agency, subdivision or instrumentality thereof), judicial 

action, labor dispute, accident, fire, explosion, flood, 

storm or other act of God.  In the event DPC excuses its 

performance of any of the requirements of this 

Agreement or otherwise invokes the Force Majeure, the 

payment provisions of this Agreement shall be 

suspended for an equal period of time, and no fees shall 

accrue during such period of time when DPC is unable 

or unwilling to perform. 

 

14. Access to Books and Records.  To the extent that 

Section 952 of the Omnibus Reconciliation Act of 1980 

(the “Act”) and the regulations promulgated thereunder 

are applicable to this Agreement, DPC and the 

organizations related to it, if any, performing any of the 

duties pursuant to this Agreement valued at Ten 

Thousand Dollars ($10,000) or more in any twelve (12)-

month period shall, until four (4) years after the 

furnishing of Services pursuant to this Agreement, 

comply with requests by the Comptroller General, the 

Secretary of the Department of Health and Human 

Services, and their duly authorized representatives for 

access (in accordance with Section 952 of the Act) to any 

contract or agreement between DPC and Client for 

Services and to any contract or agreement between DPC 

and such related organizations, as well as the books, 

documents and records of DPC and its related 

organizations, if any, which are necessary to verify the 

cost of the Services provided DPC shall promptly advise 

Client of such request, and shall promptly provide to 

Client copies of any documents so provided.  Neither 

party shall be deemed to have waived any attorney-client 

or work-product privilege by virtue of this Section. 
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15. Notices.  All notices, payments, consents, waivers 

and other communications required or permitted by this 

Agreement shall be in writing and shall be deemed 

given to a party when: (i) delivered to the appropriate 

address by hand or by nationally recognized overnight 

courier service (costs prepaid); (ii) sent by fax with 

confirmation of transmission by the transmitting 

equipment; or (iii) received or rejected by the addressee, 

if sent by certified mail, return receipt requested, in each 

case to the following addresses or fax numbers and 

marked to the attention of the person (by name or title) 

designated below (or to such other address, fax number 

or person as a party may designate by notice to the other 

party): 

 

To DPC: Data Point of Care 

 8955 E. Pinnacle Peak Road, Suite 103 

 Scottsdale, AZ 85255 

 Attn:  CEO 

 

To Client:       

       

       

 Fax:       

 Attn:       
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SOLUTION DESCRIPTORS - ATTACHMENT B 

 

1. Solution deliverables (“Deliverables”): https://www.dpcsolutions.us/ 

 Patient Lookup – Quick Profile 

o Risk Stratification 

o Benchmarking 

o Care Gaps 

o Cost and Utilization 

o Diagnoses 

o Medications 

o HCC Coding Assist 

 Patient Lookup – Patient History 

o Health History  

o Out-of-Network 

 Patient Lookup – Patient Demographic Management 

 Patient Lookup – Wellness Text Alerts 

 Patient Lookup – Interactive Health History Form 

 Patient Lookup – Remote Patient Monitoring (RPM) 

o Client responsible for purchase of devices 

o Poor Results 

o Daily Recordings 

o Trends 

o Remit brochure and device orders via https://www.datapointofcare.com/shop 

 Patient Lookup – Patient Generated Events 

o Patient Generated Screenings 

▪ Social Determinants of Health (SDOH) 

▪ COVID-19 Symptom Screening 

 EHR Application Program Interface (Patient Lookup Integration) 

 

 

Payor Data Sources  https://www.dpcsolutions.us/data-sources 

 

 Medicare ACO CCLF 

 Medicare Data Point of Care (DPC) Bulk FHIR 

 Medicare Blue Button 2.0 Individual FHIR 

 Medicare Advantage 

 Commercial 

 Medicaid 

 Self-Insured Employer (Third-Party Administrator (TPA)) 

 

 

  

https://www.dpcsolutions.us/
https://www.datapointofcare.com/shop
https://www.dpcsolutions.us/data-sources
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2.  Grant of License.   

 

a. DPC grants to Client a non-exclusive and non-transferable right for the term of this Agreement the 

right to use the Software (“License”) and Documentation in accordance with the fees set forth in 

this Agreement. Client shall have the right to make sufficient backup and archival copies of the 

Software and Documentation.  This License does not include any source code.  DPC reserves the 

right from time to time in its sole discretion, without any liability to Client, to revise, modify, or 

update any portion of the Software and/or services, provided, however, that DPC shall use 

reasonable efforts to provide Client at least fifteen (15) days advance notice of any such event.  

 

Documentation means user guides, operating manuals, and specifications, whether in print or 

machine-readable media, and all materials supplied by DPC or its agents to Client or otherwise made 

generally available to the public regarding the Software or the provision of Services.  Documentation 

specifically includes all technical information and responses prepared by DPC to any request for 

information or request for proposals issued by Client.  Documentation must be updated and provided 

to Client as DPC modifies the Software. 

 

b. Client shall not: (i) modify, adapt, de-compile, translate, disassemble or reverse engineer the 

Software or any part thereof (or otherwise attempt to create or divulge any related source code); (ii) 

create modifications based on the Software; (iii) make copies of or distribute the Software; (iv) 

sublicense or resell the Software to any third party; or (v) export the Software into any country 

prohibited by the United States Export Administrative Act and subsequently adopted regulations. 

 

c. This Agreement shall be binding upon Client and members of Client’s organization including its 

employees, agents, consultants, contractors, and successors.  Client shall take appropriate steps to 

advise all persons who will use the Software of the terms and restrictions of this Agreement, and 

their obligations.  

 

3. Limited Warranty; Disclaimer of Warranties.   

 

a. Warranty of Performance. DPC warrants and represents that the Software as delivered and accepted 

by Client will perform in accordance with all Documentation provided by DPC. The Documentation 

provided on or before the Effective Date shall represent the minimum functionality of the Software. 

It is acknowledged that updates, upgrades, and subsequent releases of Software may increase the 

scope of this warranty. 

 

b. Warranty of Services. DPC warrants and represents any services performed by DPC or by a 

permitted subcontractor or agent of DPC shall be performed in a professional manner, consistent 

with the best practices in the industry and in a diligent, workmanlike, and expeditious manner. DPC 

acknowledges that time is of the essence for all services provided hereunder. 

 

c. Warranty of Title. DPC warrants and represents that: (i) it has and shall continue to have for the 

term of this Agreement, the right to grant to Client the License to use the Software as set forth in 

this Agreement without violating the rights of any third party; and (ii) there is no actual or threatened 

suit by any third party based on an alleged violation of such right by DPC. To the extent DPC 

incorporates third party rights into the Software, DPC warrants and represents that it has obtained 

the rights from those third parties necessary to vest in or grant to Client the various license rights 

necessary under this Agreement. 

 

 d. Non-Exclusive.  Except as otherwise provided, the Software is non-exclusively licensed by DPC 

to Client on an “as is” basis without any warranties, express or implied, including, without 

limitation, the warranty of merchantability or fitness for a particular purpose.   
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DPC Production Support and 

Service Level Availability Policy (SLA) 

 

 

Production Support and Service Level Availability Policy (SLA) Software as a Service ("Service") is based on an 

operating model that applies common, consistent practices for all customers using the service.  This common operating 

model allows DPC (DPC) to provide the high-level of service reflected in our business agreements.  This document 

communicates DPC’s SLA with its customers. 

 

1.  Service and Support 

 

DPC will provide Client with the following hours of technical assistance: 

 

24x7x365 electronic support ticketing request system 

 

Monday to Friday, 8:00 a.m. to 6:00 p.m. Eastern Time #800 phone support  

 

Monday to Friday, 10:00 a.m. to 3:00 p.m. Eastern Time dedicated representative assigned to 

account. 

 

Week 1 to 10:  Weekly dedicated representative web-ex meetings. 

 

Week 11 to 25:  B-monthly dedicated representative web-ex meetings. 

 

Week 26+:  Monthly dedicated representative web-ex meetings. 

 

Escalation:  A Client’s primary contact may escalate any matter to their dedicated representative.  

Initial response will be within 2 hours during business hours.  If a data security or privacy issue, 

response time will be within 30 minutes or less during business hours. 

 

2. Product Availability 

 

DPC product/service availability is 99.6% 

 

Calculated each month: 

 

Total – Unplanned Outage – Planned Maintenance 

 Total – Planned Maintenance 

 

Total is total minutes in the month 

Unplanned Outage is total minutes available due to an unplanned outage in the month 

Planned Maintenance is total minutes of planned maintenance in the month. 

 

Notice of Planned Maintenance is provided 2 weeks in advance and only during the hours of Friday, 3 p.m. 

Eastern Time to Monday, 5:00 a.m. Eastern Time. 

 

3. Product Update Process 

 

Periodically, DPC introduces new features and functionality.  Prior to an update, Customers will be 

provided with access to a User Acceptance Testing (UAT) environment for testing.  Specific information 

and timelines for each update will be communicate on a weekly basis in DPC Newsletter. 

 

4. Security Level Determination. 

 

Client’s Security Official(s) determine each users’ data access and role levels.  DPC only sets up the Security 

Official(s) for Client.  Client is responsible for changes in data access and role levels for all other uses, e.g. 

additions, updates, removals. 
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5.  Product Deliverables 

 

Client access to product deliverables is 24x7x365 upon login to Service (“Deliverables”). 

https://www.dpcsolutions.us  

 

6. End-User Requirements 

 

a. Agree to End-User Acceptance terms and conditions on annual basis. 

b. All users complete 3-hour product training within 60 days of the Effective Date or 60 days of hire. 

c. Participate in monthly user groups as applicable (optional) 

 

7. Vendor-Specific Requirements 

 

a. Successfully transmit quality data to Medicare by deadlines. 

b. Incorporate Medicare CCLF data monthly or bi-monthly for NextGen ACO. 

c. Complete annual GPRO data audits to verify data and scoring accuracy. 

d. Adhere to Deliverables. 

 

8. Application Recovery Services 

 

DPC is responsible for the application and environment.  DPC will provide: 

a. Hosting infrastructure and environment recovery processes. 

b. Application recovery processes. 

c. Offsite data backup storage, including retention for the mandated period. 

d. Period testing of data backups. 

e. Intrusion testing. 

 

9. Data/Information Security 

 

DPC maintains the application at or above the applicable federal regulations, SOC2 and Medicare Data Use 

Agreement (DUA) requirements. 

 

Privacy/Terms of Use:  https://www.healthendeavors.com/index.php/privacy 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.healthendeavors.com/index.php/privacy
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DATA POINT OF CARE FEES 

ATTACHMENT C 

 

 

 

Fees.  For purposes of this Agreement and Attachment C, the “Fees” shall mean the items below: 

 

 

Patient Lookup PMPM Lives Scale 

 

 

Low Lives Count High Lives Count Per Member Per Month (PMPM) 

0 5,000 $1.00 

5,001 10,000 $0.85 

10,001 15,000 $0.80 

15,001 20,000 $0.75 

20,001 25000 $0.70 

25,001 30,000 $0.65 

30,001 35,000 $0.60 

35,001 40,000 $0.55 

40,001 45,000 $0.50 

45,001 50,000 $0.45 

50,001 100,000 $0.40 

>100,000 
 

$0.35 

 

 

Invoiced monthly. 
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EHR API Fees 

 
Initial  

Selection 

CEHR Name Type of API Annual Fee 

 

 Epic SMART on FHIR 

Select using Interested 

Organizations in Epic 

If Epic CHEHR, the 

parties agree to the terms 

of Attachment D. 

$7,000 annual fee per EHR 

 

No additional Epic fees 

 Cerner SMART on FHIR 

 

$7,000 annual fee per EHR 

 

No additional Cerner fees 

 

 Allscripts 

Professional 

Platform 

 

 

JSON 

$5,000 annual fee per EHR  

 

No additional Allscripts fees 

 Athena Health 

 

 

 

 

JSON $5,000 annual fee per EHR 

 

No additional Athena Health fees 

 eClinicalWorks 

(ECW) 

JSON 

 

Link to initiate ECW 

 

$2,500 annual fee per EHR 

 

ECW fees: 

 

$5,000 one-time setup 

$900 annual fee per EHR 

 

 Other EHRs API 

 

$5,000 one-time setup fee 

$5,000 annual fee per EHR 

 

Additional fees dependent on the EHR 

DPC fees Invoiced annually. 

 

Invoices are due net 30 unless otherwise specified.  In the event Client elects to pay by credit card, 

a 3% processing fee will be charged to the Client. In addition, Client shall be responsible for any 

fees or charges which may be required by any third-party electronic health records or direct 

messaging suppliers which may be requested by client for integration of health data. 
 

  

https://apporchard.epic.com/Gallery?id=3031
https://apporchard.epic.com/Gallery?id=3031
https://my.eclinicalworks.com/eCRM/jsp/index.jsp
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Exhibit A 

Epic Minimum Terms of App License Agreement 

 

1 PARTIES TO THE APP 

LICENSE AGREEMENT 

This Agreement is between DPC 

and Client only, and it is not an 

agreement with Epic. DPC, not 

Epic, is solely responsible for 

Patient Lookup and the content 

contained therein. The terms of 

the Master Agreement and MOU 

may not have the effect of Client 

breaching or being in conflict 

with the license agreement in 

place with Client for its use of 

Epic Software of the license 

agreement for any third-party 

software or content that is 

sublicensed by Epic to the Client 

(including any operating 

environment software) or for any 

other software or content used in 

any Client system. 

 

2 APP CONTACT, 

MAINTENANCE, AND 

SUPPORT 

DPC is solely responsible for any 

maintenance and support with 

respect to Patient Lookup. DPC 

and Client acknowledge that Epic 

is not under an obligation to 

provide any maintenance or 

support services related to Patient 

Lookup. The Client will 

acknowledge that, if Epic 

chooses to provide any 

maintenance or support services 

connected to Patient Lookup, 

Epic may charge its then current 

fees for such maintenance and 

support to Client.  

 

3 WARRENTIES 

Epic will have no obligations in 

connection with a warranty for 

Patient Lookup. All Claims 

related thereto will be DPC sole 

responsibility.  

 

4 CLAIMS RELATED TO 

YOUR APP 

DPC and Client acknowledge 

that DPC, not Epic, is 

responsible for all Claims of the 

Client or any third party arising 

out of or relating to Patient 

Lookup, including but not 

limited to Claims alleging 

product liability, errors in Patient 

Lookup (including but not 

limited to corruption of data), 

breach of PHI, hacking or 

cyberattack which used or 

involved  Patient Lookup in any 

way, Claims that Patient Lookup 

failed to conform to any 

applicable legal or regulatory 

requirement, Claims involving 

any violations of consumer 

protection laws, Claims that 

Patient Lookup interfered with or 

could interfere with the safety or 

security of the Epic Software or 

Patient Lookup otherwise 

endangered patient safety or 

security, Claims that Patient 

Lookup caused service 

interruptions, Claims that Patient 

Lookup provided any misleading 

or inaccurate information to a 

user, Claims that Patient Lookup 

caused performance degradation, 

Claims that Patient Lookup was 

used as a vector for the 

introduction of viruses or 

malware into the Epic Software, 

a user device or otherwise, 

Claims that Patient Lookup 

introduced or otherwise caused a 
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security vulnerability in the Epic 

Software or a Client’s network.  

 

5 THIRD -PARTY 

BENEFICIARY 

Epic and Epic’s Owned Entitles 

are third-party beneficiaries of 

this MOU and the Master 

Agreement.  Upon the Client’s 

execution of this MOU or Master 

Agreement, Epic and any Owned 

Entity will have the right to 

enforce the MOU or Master 

Agreement against DPC or Client 

as a third-party beneficiary of the 

MOU or Master Agreement. 

 

6 DISCLOSURES 

 

1) DPC does retain data collected 

by Patient Lookup for the 

purpose of quality measure 

reporting, 2) DPC retains data 

collected by Patient Lookup for a 

period of 10 years or upon 

termination of the Master 

Agreement, whichever is sooner.  

and 3) DPC does not have 

secondary uses of the data 

collected by Patient Lookup.    

 

7 AUDIT 

The Master Agreement with 

Client permits Clients to conduct 

an audit of DPC to verify DPC 

compliance with requirements 

and that DPC will reasonably 

cooperate with such audit. The 

audit will be at the expense of 

Client, unless material non-

compliance is discovered as a 

result of the audit, in which case 

DPC agrees to pay for the costs 

of such audit.  
 

 

 

 

  . 
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ATTACHMENT E 

BUSINESS ASSOCIATE ADDENDUM 
 

 

 This Business Associate Agreement 

(“Agreement”), is made and entered into by and 

between HEALTH ENDEAVORS, LLC 

(“Contractor”) and Client (the “Provider”), 

(Contractor and Provider each a “Party” and, 

collectively, the “Parties”).   

 

WITNESSETH: 

 

 WHEREAS, HHS has issued final regulations, 

pursuant to the Health Insurance Portability and 

Accountability Act of 1996 (“HIPAA”), governing 

the privacy of individually identifiable health 

information obtained, created or maintained by 

certain entities, including health care providers (the 

“HIPAA Privacy Rule”); and 

 

 WHEREAS, to the extent that Contractor meets 

the definition of a “Business Associate” in 45 CFR § 

160.103, Provider and Contractor enter into this 

Agreement with Contractor in order to protect the 

privacy of individually identifiable health 

information created, obtained or maintained by the 

Provider or by Contractor on Provider’s behalf 

(“Protected Health Information”, or “PHI”); and 

 

 WHEREAS, Contractor provides services, 

products and/or equipment to Provider; and 

 

 WHEREAS, Provider desires Contractor’s 

expertise regarding the use of such services, products 

and/or equipment, and the provision of such expertise 

by Contractor will involve the disclosure of certain 

PHI to Contractor.  

 

 NOW, THEREFORE, for and in consideration 

of the premises and mutual covenants and agreements 

contained herein the parties agree as follows: 

 

1. Services.  Contractor shall provide to 

Provider necessary expertise relating to the 

use of Contractor’s services, products and/or 

equipment (the “Services”).  Any existing 

agreements between the Parties involving 

such services, products and/or equipment 

(the “Services Agreement(s)”) are 

incorporated herein by reference and are 

hereby amended by this Agreement.  In the 

event of conflict between the terms of any 

Services Agreement and this Agreement, 

the terms and conditions of this 

Agreement shall govern.  

 

2. Contractor Obligations.  Contractor agrees that 

it will: 

a. Not use or further disclose the information 

other than as permitted or required by this 

Agreement or as required by law. 

 

b. Use reasonable safeguards to prevent use or 

disclosure of the information other than as 

provided for by this Agreement. 

 

c. Report to Provider any use or disclosure of 

such information not provided for by this 

Agreement of which Contractor becomes 

aware. 

 

d. Ensure that any subcontractors or agents to 

whom Contractor provides protected health 

information received from Provider agree to 

the same restrictions and conditions that 

apply to Contractor with respect to such 

information. 

 

e. Make available protected health information 

in accordance with applicable law. 

 

f. Incorporate any amendments or corrections 

to protected health information when notified 

pursuant to applicable law. 

 

g. Make available the information required to 

provide an accounting of disclosures in 

accordance with applicable law. 

 

h. Make Contractor’s internal practices, books 

and records relating to the use and disclosure 

of protected health information received 

from, or created or received by Contractor on 

behalf of, Provider available to the Secretary 

of the United States Health and Human 

Services or its authorized delegate for 

purposes of determining Provider’s 

compliance with applicable law (in all events, 

Contractor shall immediately notify Provider 

upon receipt by Contractor of any such 

request, and shall provide Provider with 

copies of any such materials); 

 

i. At termination of this Agreement, return or 

destroy all protected health information 

received from, or created or received by 

Contractor on behalf of, Provider which 
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Contractor still maintains in any form and 

retain no copies of such information; or if the 

return or destruction of the protected health 

information is not feasible, extend the 

protections of this Section to the protected 

health information received from Provider 

and limit any further uses.  

 

 In addition, in order to comply with the final 

regulations, pursuant to the Health Insurance 

Portability and Accountability Act of 1996 

(“HIPAA”), governing the security of electronic 

protected health information (“EPHI”) obtained, 

created or maintained by certain entities, including 

health care providers such as Provider (the “HIPAA 

Security Rule”), Contractor agrees to abide by the 

following additional terms effective April 20, 2005: 

 

a. Contractor shall implement administrative, 

physical, and technical safeguards that 

reasonably and appropriately protect the 

confidentiality, integrity, and availability of 

EPHI that it creates, receives, maintains or 

transmits on behalf of Provider; and 

 

b. Contractor shall report to any “security 

incident” of which it becomes aware, as such 

term is defined in the HIPAA Security Rule. 

The report to Provider shall identify:  the date 

of the security incident, the scope of the 

security incident, Contractor’s response to 

the security incident and the identification of 

the party responsible for causing the security 

incident, if known. Thereafter, Contractor 

shall provide periodic updates regarding the 

security incident at Provider’s written 

request. 

 

3. Termination. 

 

a. Generally.  This Agreement will 

automatically terminate without any further 

action of the Parties upon the termination or 

expiration of all Services Agreements, or, in 

the event there is no written Services 

Agreement other than this Agreement, upon 

the cessation of Services. 

b. Termination by Provider.  As provided for 

under 45 C.F.R. § 164.504(e)(2)(iii), the 

Provider may immediately terminate its 

agreement with Contractor for the provision 

of Services, including any and all Services 

Agreement(s) and any related agreements, if 

the Provider makes the determination that 

Contractor has breached a material term of 

this Agreement.  Contractor agrees to provide 

notice of material breach within 1 day of 

knowledge of the breach.  Alternatively, and 

in the sole discretion of Provider, Provider 

may choose to provide Contractor with 

written notice of the existence of the breach 

and provide Contractor with ten (10) calendar 

days to cure said breach.  Failure by 

Contractor to cure said breach or violation to 

the satisfaction of Provider shall be grounds 

for immediate termination of all Services 

Agreement(s) by the Provider.  If termination 

is not feasible, Provider has the right to report 

the problem to the Secretary of HHS.    

 

c. Effect of Termination.  Upon termination 

pursuant to this Section, Contractor agrees to 

return or destroy all PHI pursuant to 45 

C.F.R. § 164.504(e)(2)(ii)(I) if it is feasible to 

do so.  Prior to doing so, the Contractor 

further agrees to recover any PHI in the 

possession of its subcontractors or agents.  If 

it is not feasible for the Contractor to return 

or destroy all PHI, the Contractor will notify 

the Provider in writing.  Such notification 

shall include: (i) a statement that the 

Contractor has determined that it is infeasible 

to return or destroy the PHI in its possession, 

and (ii) the specific reasons for such 

determination.  Contractor further agrees to 

extend any and all protections, limitations 

and restrictions contained in this Agreement 

to the Contractor’s use and/or disclosure of 

any PHI retained after the termination of this 

Agreement, and to limit any further uses 

and/or disclosures to the purposes that make 

the return or destruction of the PHI 

infeasible.  If it is infeasible for the 

Contractor to obtain from a subcontractor or 

agent any PHI in the possession of the 

subcontractor or agent, the Contractor must 

provide a written explanation to the Provider 

and require the subcontractors and agents to 

agree to extend the same protections, 

limitations and restrictions contained in this 

Agreement to the subcontractors’ and/or 

agents’ use and/or disclosure of any PHI 

retained after the termination of this 

Agreement, and to limit any further uses 

and/or disclosures to the purposes that make 

the return or destruction of the PHI 

infeasible.  This Section shall survive the 

cessation of the Services, and the 

expiration or termination of all Services 

Agreement(s) and this Agreement. 
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4. Compliance with Changes in the Law.  The 

Parties agree to amend this Agreement and the 

Services Agreement(s) to the extent necessary to 

comply with state and federal laws, including but not 

limited to the HIPAA Privacy Rule, as such laws may 

be amended from time to time. 

5. Representations and Warranties of 

Contractor.   Contractor represents and warrants to 

the Provider that: 

 

a. Contractor is duly organized, validly 

existing, and in good standing under the laws 

of the jurisdiction in which it is organized 

(and, if applicable, the jurisdictions in which 

it is licensed), it has the full power to enter 

into this Agreement and to perform its 

obligations hereunder, and that the 

performance by it of its obligations under this 

Agreement have been duly authorized by all 

necessary corporate or other actions and that 

such performance will not violate any 

provision of any organizational charter or 

bylaws. 

b. Neither the execution of this Agreement, nor 

its performance hereunder, will directly or 

indirectly violate or interfere with the terms 

of another agreement to which Contractor is 

a party 

 

c. All of Contractors employees, agents, 

representatives and members of its 

workforce, whose services may be used to 

fulfill obligations under this Agreement and 

any Services Agreements are or shall be 

appropriately informed of the terms of this 

Agreement and are under legal obligation to 

Contractor, by contract or otherwise, 

sufficient to enable Contractor to fully 

comply with all provisions of this 

Agreement. 

 

6. Amendments; Waiver.  This Agreement may 

not be modified, nor shall any provision hereof be 

waived or amended, except in a writing duly signed 

by authorized representatives of the Parties.  The 

failure of either Party to enforce at any time any 

provision of this Agreement shall not be construed to 

be a waiver of such provision, nor in any way to 

affect the validity of this Agreement or the right of 

either Party thereafter to enforce every such 

provision. 

7. No Third-Party Beneficiaries.  Except as set 

forth in this Agreement, nothing expressed or implied 

in this Agreement is intended to confer, nor shall 

anything herein confer, upon any person other than 

the Parties and the respective successors or assigns of 

the Parties, any rights, remedies, obligations, or 

liabilities whatsoever. 

8. Notices.  Any notice required or permitted under 

this Agreement shall be given in writing and 

delivered by hand, via a nationally recognized 

overnight delivery services (e.g., Federal Express), or 

via registered mail or certified mail, postage pre-paid 

and return receipt requested, to the following: 

If to Contractor, to: 

 If to DPC: 

 

 Data Point of Care 

 8955 E. Pinnacle Peak Road, Suite 103 

 Scottsdale, AZ 85255 

 Attn:  Kristine J. Gates, CEO 

 

If to Provider: 

 

 

 

Notice of a change in address of one of the parties 

shall be given in writing to the other party as 

provided above. 

 

9. Counterparts; Facsimiles.  This Agreement 

may be executed in any number of counterparts, each 

of which shall be deemed an original.  Facsimile 

copies hereof shall be deemed to be originals.

 

 

 

 

 

 

 

 


